
SOCIAL ENGINEERING ATTACKS 

AND MITIGATION STRATEGIES

1. Introduction
Social Engineering is one of the most common 

threats in cybersecurity[1]–[3]. This attack 

focuses on and exploits human vulnerabilities 

instead of vulnerabilities in the software and 

infrastructure of a network [3]. This poster 

discusses the research and experiments 

conducted showcasing why ignoring social 

engineering is detrimental to online security.
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2. Social Engineering Facts
• Phishing – An email that impersonates an 

entity to persuade the receiver to perform a 

detrimental action [4].

• 83% of businesses compromised in 2021-22 

were breached by phishing attacks [5].

• 94% for medium to large businesses [5]. 

• A rise of 11% from 72% in 2017 [5].

• 97% of malicious codes gained entry through 

Social engineering [6].

• An organisation can be targeted by over 700

social engineering attacks in a year [7].

• Phishing was responsible for $12 billion in 

losses and 90% of data breaches in 2019 

[8].

6. Conclusion
In conclusion, this poster shows that it can 

still be difficult to differentiate between 

legitimate and malicious emails/ websites. 

The hypothesis that urgency was a better 

technique than reward was accurate in the 

case of this experiment. Finally, Social 

engineering is a prevalent threat that is 

only getting worse.

Future Work
• Experiment using more techniques.

• Use an email domain.

• Conduct a spear phishing experiment.

• Perform other forms of social 

engineering attacks.

4. Results

5. Comparison
As seen the hypothesis was correct, 

urgency performed better than reward 

with twice the clicks on the link and nearly 

twice the number of individuals who 

opened the email. However, there was 

only a difference of one in terms of email 

addresses entered. 

The results show the majority ignoring or 

not clicking on the link. However, a 

criminal would see these results as 

successful as this is five accounts that 

could be breached and used to send 

attacks to contacts from a more trusted 

source. The criminal would also add the 

compromised users’ email contacts to 

their list of targeted email accounts.
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Figure 3: Cloned Website Template (Urgency Experiment).

Figure 5: Reward Results Bar Chart. Figure 6: Reason For not Clicking Link 

(Reward) Bar Chart.

Figure 7:  Urgency Results Bar Chart. Figure 9: Entered VS Did Not Enter Email 

Address Pie Chart.

Figure 10: Urgency Vs Reward Clicks Bar 

Chart.

Figure 11: Urgency Vs Reward Emails 

Opened Pie Chart.

Figure 8: Reason For not Clicking Link (Urgency) 

Bar Chart.

Figure 4: Cloned Website Template (Reward Experiment).

Figure 1: Urgency Email Message.

3.  Experiment

Figure 2: Reward Email Message.

These experiments 

were conducted on fifty 

consenting volunteers 

to test the hypothesis 

that urgency would be 

a better technique than 

reward. The two 

experiments were 

conducted using the 

Social Engineer-Toolkit 

with a custom Import to 

create an experiment 

that would only harvest 

email addresses and 

not passwords. 

mailto:jamesadbeard90@gmail.com

